AHRQ Application and System Development Requirements
AHRQ has implemented a Distributed Systems Engineering Lab (DSEL) to support all internal development efforts and provide the facility for housing the software and documentation for all AHRQ sponsored systems and applications, regardless of where the system or application is hosted.

AHRQ uses a System Development Lifecycle (SDLC) framework which is consistent with the HHS Enterprise Lifecycle Framework (EPLC).  This framework is the basis for implementation of the DSEL, conduct of development projects and the Rational Unified Process (RUP)/Capability Maturity Model (CMM) based processes that support its implementation. The SDLC framework provides a disciplined approach which employs the following traditional project phases:

· Concept 
· Initiation

· Planning

· Requirements Analysis

· Design

· Development

· Testing

· Implementation / Deployment
· Operations and Maintenance
· Retirement
The AHRQ SDLC framework is closely aligned with the disciplines defined in the Rational Unified Process (RUP).  The IBM Rational Suite of tools has been adopted by the Agency to provide a standard IT development environment for AHRQ sponsored systems and application development projects.   The AHRQ SDLC framework has been enhanced through the use of tailored processes and artifacts based on the RUP methodology.  The documentation deliverables required for all Information Technology (IT) projects are based on specific RUP artifacts identified by AHRQ.  The Rational ClearCase libraries housed within the DSEL provide the repository for housing software and documentation artifacts related to all AHRQ sponsored systems and applications, regardless of where the system or application is hosted. 
Contractors are not required to follow the RUP development methodology or use the Rational Suite of tools; however, the Contractor’s SDLC must be capable of producing AHRQ required system deliverables containing the required content as described further in the following section.  It is required that the Contractor use the lifecycle phases defined in the AHRQ SDLC framework and obtain PO approval before moving from one phase to another. 
This approval process corresponds to the stage gates in the HHS EPLC model. The contractor must also conform to AHRQ Configuration Management (CM) and change control standards which require appropriate controls for managing software and documentation baselines, changes to software artifacts using an appropriate IDE or version management tool, document change requests and obtaining approval through a formal change control process that requires Project Officer (PO) and possible AHRQ IT approval prior to implementation. 

The following table identifies the documentation deliverables required for all IT projects and the content required for each deliverable.
Table 1.1 – Documentation Deliverables
	Deliverable
	AHRQ Life Cycle Phase
	Formats

	Project Initiation Document
	Project Initiation
	MS Word

	Project Work Plan
	Project Planning
	MS Project

	System Requirements Document (SRD)
	Requirements and Analysis
	Rational Requisite Pro, MS Word

	Requirements Traceability Matrix
	Requirements and Analysis
	Rational Requisite Pro, MS Word

	System Design Document (SDD)
	Software Design
	Rational Software Modeler, MS Word,

Rational Software Architect



	Test Plan
	Testing
	MS Word

	Test Scripts
	Testing
	MS Word, Rational Test Manager

	User Acceptance Testing Report
	Implementation
	MS Word

	User Guide
	Deployment
	MS Word

	Operations Manual
	Deployment
	MS Word

	Version Description Document
	Deployment
	MS Word


System Documentation 

The Contractor will provide to the Agency system documentation of all proposed hardware, software, security, backup/recovery, and other information technology infrastructure and components and solutions needed to support this project.  The documentation is to be delivered to the Project Officer for review and approval for each release.  This documentation will be provided according to the content standards specified by AHRQ and will be maintained in the Agency’s Rational ClearCase Repository as a unique project library created and maintained by the AHRQ CM Manager.  All documentation will be baselined with each system release. In addition, the source code for each production release will be delivered and stored in the same project library as the documentation artifacts. The contractor will be required to update these baselined artifacts for each production release of the system.  Sample documents and templates for the required documentation artifacts are available as guidance.  The following documents as mentioned in Table 1.1, “Documentation Deliverables”, are required by AHRQ. 

Project Initiation Document 
The Project Initiation Document (PID) is intended to be a statement of purpose and scope for initiating a given project and a guide to manage expectations in both process and deliverables throughout the System Development Lifecycle (SDLC).  The PID defines the business case for the project by defining the purpose, the milestones, resources, objectives, costs, risks including mitigation strategies, and the artifacts and IT technologies (architecture) utilized and produced for, and during, the project. The PID serves as the formal funding commitment document approved by the COTR and Stakeholders.  Additionally, the PID must be approved by AHRQ IT management, and in some cases, the AHRQ Information Technology Review Board (ITRB) for technical viability, adherence to Agency Enterprise Architecture (EA); technical standards and formal Project Management requirements as derived from Departmental standards and accepted Project Management Institute (PMI) Project Management Body of Knowledge (PMBOK) standards.  In the case of external development contracts, the PID can be satisfied by the formal proposal submitted by the vendor and accepted by AHRQ.  

Project Work Plan
The System Project Plan or Project Work Plan (PWP) provides a method to assign and track the project resources, hours and specific deliverables. This plan provides the detailed Work Breakdown Structure (WBS) and resource loading that can be used to identify project costs and is intended for the project manager to track the schedule and cost of a project, including development of Earned Value Management (EVM) measures. The PWP is delineated by the phases of the project which include Project Initiation, Generation of the PWP Schedule, Requirements Gathering, System Design, System Development, System Testing including User Acceptance, System Deployment and System Support and production of project deliverables which require COTR or Stakeholder acceptance and signoff to continue project tasks identified in the PWP.  

System Requirements Document

The System Requirements Document (SRD) contains the system requirements, use cases and supplementary specifications that provide the basis for design and development of the system.  The following information is provided for each requirement identified in the document:

· Requirement ID, Name and Title

· Requirement Description
· Software Release Version

· Use Case Model

· Use Case Specifications

· Supplementary Specifications

A text-based Functional Requirements Document may be provided instead of a Use Case Model, Use Case Specifications, and Supplementary Specifications.
Requirements Traceability Matrix

The Requirements Traceability Matrix (RTM) associates requirements with the work products that satisfy them.  This matrix is created at the beginning of a project’s lifecycle to trace the requirements from identification through testing.  The project elements are traced as they relate to other project elements, especially those related to requirements.  

The purpose of establishing traceability is to help understand the sources of requirements, manage the scope of the project, manage changes to requirements; assess the project impact of a change in a requirement; and verify that all requirements of the system are fulfilled by the implementation.  

The following values are required for the traceability matrix:

· Requirement ID and Title;

· The version of the system in which the requirement will be implemented;

· The Use Case to which the requirement can be traced;

· The version of the design document in which the requirement is implemented;

· The ID of the test script in which the requirement is tested; 

· The version number of the source code in which the requirement is implemented.

The figure below shows a sample of the data traced through a project’s life cycle.
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System Design Document

The System Design Document (SDD) details the design and implementation of all custom software features of the system. The design descriptions must include use cases that detail the interaction which occurs between a user and the system.  

The document describes the general nature of the system, and describes the architecturally significant parts of the design model, such as its decomposition into subsystems and packages.  For each significant package, a section of the document should detail its decomposition into classes and class utilities.  Architecturally significant classes should be introduced and a description of their responsibilities should accompany the introduction.  Any significant relationships, operations, and attributes should be detailed in this document.

The document should be organized by use case, so that it provides traceability back to the initial requirements. The document must also contain a description of the database model and data elements used to support the application. This data can be referenced to an appropriately maintained Entity Relationship Diagram (ERD) and data definitions which conform to CM standards and are appropriately maintained in the Rational CM Libraries. 

Test Plan

The purpose of the Test Plan is to define the approach for testing a particular application or system.  The Test Plan is a high level description of the testing process which will be performed. The Test Plan outlines the types of testing to be performed, the requirements to be tested, the test environment, testing tools, pass/fail criteria and a risk assessment. At a minimum the document should contain the following:

A. Test Description 
· A general overview of the plan for testing the entire system. 
· Test objectives for all testing levels (e.g. module, unit). 
· Scope and guiding principles for the testing effort. 
· A policy for resolving conflicts that arise during the testing process. 

B. Acceptance Criteria 

· The criteria agreed upon with the customer for acceptance of the software. 

C. Approach 

· How each major group of software features will be adequately tested.
· Major testing activities, techniques, and testing tools. 
· Test Environment – Hardware, Network, Software and Test Database
D. Tasks
· The individual tasks that must be performed. 
· The individual or organization responsible for each task.
E. Schedule, Resources & Milestones 

Test Scripts

The Test Scripts define testing scenarios completed for an application.  Each scenario details the steps to be performed, expected results and pass/fail criteria.  At a minimum the document should contain the following:
· Test Script Identifier 
· Test Description 
· Test Objective
· Test Environment/Setup including any required data such as Login credentials, etc.
· Mapping to specific requirements and design elements contained in the SRD and SDD 
· Step sequences and actions
· Expected Results
· Pass/Fail Criteria
· Actual Results
· Comments

User Acceptance Test Report
The User Acceptance Testing (UAT) Report should include a summary of the testing environment (hardware, software, tools, participant list, etc.) and procedures used to demonstrate and obtain stakeholder approval of the application or system prior to production deployment. The UAT Report should contain a mapping to the SRD and SDD items included in the release as well as an exception list or identified change requests that were generated as the result of testing. 
User Guide
The User Guide is completed prior to production.  The User Guide is a “How To” manual which navigates the user in detail through the use of the application.  This document usually contains system screen shots and provides step by step instructions for completing tasks and activities.  It is written on a business level with the needs of the user in mind.  At a minimum the document should contain the following content.
· Introduction
· Summary of the application
· Glossary (Definitions/Acronyms)
· Procedures (Step-by Step instructions on how to use the system)
· Troubleshooting tips

Operations Manual

The Operations Manual provides guidance and defines procedures related to the operational implementation of the system. At a minimum, the document should contain the following: 

· System Overview
· Statement of acceptable use of the system and information 
· Hardware and software descriptions 
· Interfaces with other Systems and Databases
· Access and authentication requirements
· System Configuration and Administration Procedures 
· Security procedures including virus protection 
· Incident Reporting and Handling 
· System Startup and Recovery Procedures 
· Change Management Procedures 

Version Description Document

The Version Description Document (VDD) identifies and describes the general release information, and inventory of software released (Bill of Materials), for a specific application, including prototype iterations. The document should include the following sections listed below:

· Introduction - Describes the objective of the document, defines the release identification and provides contact information.
· General Release Information - Provide information about the specific release, including any interfaces and dependencies
· Installation Instructions - Describes the steps required to install the software.
· Version Description - Provides an inventory of List Objects and Module Types such as: class files, SQL Scripts, HTML files, DTD and XML files.
· Recovery Instructions - Describe the steps required to reconstruct the release from the product baselines, established in the configuration management library.

Web Product and Web Site Development Guidelines 
 

The following list highlights basic issues that need to be addressed when developing Web tools or sites under contract that will be publicly available when launched to ensure deliverables are on target, in compliance with legal and policy requirements, and do not require expensive rework to meet Federal and Department of Health and Human Services requirements for information resources.  

Guidelines for Web-Based Products
 

Retrofitting Web-based products after the fact is highly undesirable because it adds time and costs to the process of making these products publicly available. All products that are developed with the intent of being posted on the AHRQ Web site should meet the following minimum requirements:
 

Titles of Products

Coordinate with your project officer on the titles of your products. They need to be concise and relevant to the purpose of the project, but cannot include the name of the contractor or grantee as the performing organization as part of the title. Report titles should be no more than 10-words maximum and Web-based tools should be no more than 5-words maximum (make every word count—eliminate initial articles such as “The” or “A” ). Titles need to be distinct enough to differentiate among similar sounding products.

Quality Control/Editorial Review

This involves checking for spelling and grammar mistakes, formatting issues, general consistency, and style.  This should be done by the AHRQ grantee or contractor prior to submission of the final product for posting on the AHRQ Web site. Federal resources follow the GPO Style Manual which is available electronically at: 

http://www.gpoaccess.gov/stylemanual/browse.html
Accessibility

As an agency of the Federal Government, AHRQ must ensure that anything that is posted on our Web site is in compliance with requirements for information resources under Section 508 of the Rehabilitation Act.  Also, federally funded resources need to be generally available to users in multiple formats to ensure that we are not forcing a particular platform, operational system, or proprietary software package on users.
 

Intellectual Property Rights

Before we can post a product on the AHRQ Web site, we must have a written explanation of the following four questions:

· Who retains the copyright?

· Who has licenses for what purposes and uses?

· What are the constraints imposed?

· Who grants permission for further use or adoption?

Usability 

Web resources should include usability testing, evaluation, and modification as an integral and recurring part of the development effort to ensure they are effective for the electronic business processes they are designed to facilitate. A set of Research-Based Web Design and Usability Guidelines that should be consulted are available at: http://www.usability.gov/guidelines/index.html
Beta testing prior to release is desirable, evaluating the product against usability heuristics. As feedback is received and products are updated, the revisions will need to be designated by version number and date of release.
 

Privacy Act Protections

Web resources are subject to the Privacy Act and this can impact both the development of Web-based tools and the users of those tools. Persistent cookies should not be programmed into the functionality of a Web-based tool, although session cookies are allowed. Registration for use cannot be requested if this would involve collection of individual identifiers from the users. Although exemptions to both rules can be sought, this involves a strong justification and several levels of review for approval through the U.S. Department of Health and Human Services (HHS).
 

Guidelines for Web Sites
 

Web sites being supported through contracts are considered Federal information resources and as such are required to be in compliance with laws, policies, and directives that affect such resources. 

This includes content management and information categorization, including standard metadata, under the E-Gov Act requirements and Office of Management and Budget issuances to Federal agencies on IT resources. 

For recommendations and guidance on requirements and best practices, go to:  http://www.usa.gov/webcontent/reqs_bestpractices/best_practices.shtml
Clearance 

Web resources require clearance by HHS--including justification against a set of criteria. Publications cleared for printing are cleared for Web uploading at the same time. Web resources must comply with the numerous laws and directives that affect federally funded electronic information resources. Web content loaded on a site by contractors must be appropriate and follow all laws and directives. AHRQ Offices and Centers must coordinate initial review through AHRQ's Office of Communications and Knowledge Transfer (OCKT) before launch, and OCKT will coordinate departmental clearance. 

Domain Names 

All domain names for any Web resource funded in whole or in part by Federal funds must be registered as .gov through HHS with the General Services Administration (GSA). Although other domains, such as .org, .net, .edu, .com may also be reserved by the Agency, the .gov domain must be registered and that domain name will need to be indexed by USA.gov, the GSA portal to government-funded resources. The USA.gov link is then required on the home page of the site. Coordinate with OCKT on domain name requests. 

Editorial Review

All content for upload needs to be reviewed to ensure consistency and compliance with best practices and established style and conventions. As a minimum, the copy needs to be production edited to ensure there are no typos and the GPO Style Manual is followed for punctuation, spelling, use of numerals, abbreviations, etc. Do not use unexplained acronyms; they need to be spelled out on first reference in any document or file. There should not be anything marked DRAFT on a public site. Once the materials are uploaded, they are published and considered in the "public domain." Do not use placeholders for content that does not exist. Government funded sites should not have anything designated "under construction." A process needs to be established for regular review of content and updating. Additional materials need to undergo editorial review and be approved before uploading. The GPO Style Guide is available electronically as a reference at: http://www.gpoaccess.gov/stylemanual/browse.html
Accessibility 

Under the Rehabilitation Act, Federal agencies have an obligation to provide equal access for the disabled to their information and services. Requirements are specified in section 504 for individual accommodation and more recently in section 508 for electronic and information technology, which includes Web sites and multimedia products. Equivalent alternatives are required for auditory and visual information, such as providing alternative descriptive text for images for the blind and providing captions for audio-video files for the deaf. Written transcripts are required for all streaming audio. PDF files can be offered in conjunction with accessible files, such at HTML versions, but avoid uploading PDF-only versions of documents unless they are fully accessible PDF formats. OCKT has software used to evaluate Web sites and can provide a report on any accessibility violations that would need to be addressed before launch. Specific requirements are available at: http://www.section508.gov
Privacy

A privacy policy notice must be prominently displayed, and the Web site host has to follow it. A machine-readable format (P3P) of the privacy policy notice must also be uploaded to the site. A Privacy Impact Assessment is conducted to determine what kind of personal information is contained within a system, what is done with that information, and how that information is protected.  Sites are periodically audited to ensure that they observe their stated privacy policy. A Privacy Act System notice may need to be prepared and published for users to register on a site if the registrations represent a group of records, under the control of the Agency (or a contractor), that can be retrieved by personal identifier. This notice must go through several levels of review--including the Office of General Counsel--and be published in the Federal Register. Persistent cookies cannot be used on Federal sites unless the Secretary of HHS grants an exemption, and this involves a strong justification and review process. 

Web Site Mailbox

Every Web site must provide full contact information for the sponsor and have a Contact Us link for submission of comments or questions as a customer feedback mechanism. Web site e-mail is subject to the same privacy and records management issues that affect the overall Web site as well as departmental standards for handling inquiries and customer feedback. Each Web site must provide relevant Frequently Asked Questions that are included in the customer relationship management system used to handle AHRQ Web site inquiries. 

Records Management

All content on the site and e-mail generated by the site must be archived electronically and handled according to records retention schedules and disposition authorities as established with the National Archives and Record Administration. This requirement also affects Web site log files and statistical reporting on Web site usage. For guidance on requirements, go to:

http://www.archives.gov/records-mgmt/policy/managing-web-records-index.html
Information Collection Budget

If a Web site is used to collect information from users, such as for surveys, evaluations, or beta testing feedback, then the Office of Management and Budget must first approve the burden hours for such an effort for this collection. A notice must be posted on the Web site at the point of collection with the OMB approval number and a statement on the process of collection.  

Intellectual Property

Copyright and trademark protections need to be observed on Web sites. Permissions for use must be granted for any copyrighted information included and registered trademarks need to be reflected in copy. Any copyright or trademark constraints related to materials uploaded to a site must be specified for users. Public domain does not extend outside the borders of the United States. Therefore, foreign countries must request specific permission for use. Given the global nature of the Internet, citation as to source is a critical issue. 

Linking

External links constitute an implied endorsement and create a business advantage for the linked sites. OMB requires Agencies to do a risk assessment of external links, and potential links need to be assessed against the HHS and AHRQ linking policies and criteria. If a site deviates from these policies, then the specific review and selection criteria must be justified and posted on the Web site for full disclosure. Outside Web resources may link to Agency resources providing that the link is not displayed in any way that would imply an endorsement by the Agency of a specific commercial product or service. 

Electronic FOIA

The Agency is required by law to have an electronic FOIA reading room and to provide materials that can be requested under the Freedom of Information Act in electronic form, if so requested. HHS requires that any Web resource funded by the Agency provide a link to the AHRQ Freedom of Information Act page on the main AHRQ Web site. 

Usability

Web resources should include usability testing, evaluation, and modification as an integral and recurring part of the development effort to ensure they are effective for the electronic business processes they are supposed to facilitate. For best practices in initial development or redesign of Web resources, go to: http://www.usability.gov
. 

Web Sponsor Identity

AHRQ has uniform principles to identify AHRQ as the primary sponsor of AHRQ-related Web sites. These principles reflect HHS best practices for a consistent look and feel of Web resources, reinforce credibility, and support HHS and Agency branding efforts. The four specific principles that should be consistent across all AHRQ-funded Web sites are:
 

· Web site URL name: The name of a Web site should always contain AHRQ in the URL. A Web resource should either be a folder on the main AHRQ Web site (www.ahrq.gov/chiri) or a third-level domain of the Web site (www.webmm.ahrq.gov).

· Title of Web site project: AHRQ's name should be part of the formal title and appear at the beginning of the Web site's project name when referenced in print or promotional materials. For example: AHRQ's Web Morbidity and Mortality online journal.

· HHS and AHRQ logos: The HHS and AHRQ logos should be featured prominently on the Web site and in materials that are used to market that Web site. 

· Web site home page format: The Web site home page should have common design and navigation elements with the HHS Portal and the AHRQ Web site so that all Web sites look as though they belong to the Department and AHRQ Web family. All AHRQ domain sites must include a standard banner and footer that are branded for Web resources. Technical specifications and templates for developers to consult when designing Web resources are provided by the AHRQ Web Manager.

